MMAMSITKA 1JI51 OBYYAIOIIUXCSH
OB HTH®OPMAIIMOHHOM BE30OITACHOCTH JETEN

C KaXIbIM TOJIOM MOJIOJIC)KM B MHTEPHETE CTAHOBUTCS OOJIbINE, a MIKOJHHUKH OJHHU M3 CaMBIX
aKTUBHBIX TIojb30Barened Pynera. Mexay TeMmM, IIOMMMO OIPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECceT U MpoOJieMbl. JTa MaMsATKa J0JDKHA IMOMOYb Tebe 0e30macHo
HaxOJIUTHCS B CETH.

KommnsrorepHslie BUpYCHI

KomnproTepHeIil BUpPYC - 3TO Pa3sHOBHUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIBHOMU
0COOEHHOCTBIO KOTOPOH SABIISIETCS CIOCOOHOCTH K pa3MHOXKEHUI0. B onosHeHne K 3ToMy, BUPYCHI
MOTYT TOBPEIUTh WM TMOJHOCTbIO YHUYTOXUTh Bce (Qaillibl W JaHHbIE, IOJKOHTPOJIbHbIE
10JIb30BATENI0, OT UMEHHU KOTOPOro ObLIA 3allyllleHa 3apakKeHHas IPOrpamMMa, a TaKKe MOBPEIUTh
WIM Jla)Ke YHUYTOXHUTHh ONEPALMOHHYI0 CUCTEMY cO BceMH (Qailnamu B 1esioM. B OonblinHCTBE
CJIy4aeB pacIpOCTPAHAIOTCS BUPYCHI Y€PE3 UHTEPHET.

MeTOI[l)I 3alMTBI OT BPE€AOHOCHBIX ITPpOrpamMm:

1. Ucnonp3yii COBpEMEHHBIE OTIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIM YPOBEHB 3aIUTHI
OT BPEIOHOCHBIX TIPOTPAMM;

2. TloctosiHHO ycTaHaBiMBail mauTu (UUQPPOBbIE 3aIUIATKH, KOTOpPbIE AaBTOMATHYECKH
YCTAHABJIMBAIOTCS C LIEIbI0 T0Pa0OTKU MPOTpaMMbl) U Apyrue OOHOBIIEHUS CBOEH ONEpariMOHHON
cucteMbl. CkaunBail X TOJIbKO ¢ odunmanbHOTO caita paspadborumka OC. Ecmu cymiecTByer
PEKUM aBTOMATHYECKOTO OOHOBJIEHHUS, BKJIIOUH €T0;

3. PaGoraif Ha cBOeM KOMIIBIOTEpE IO/ ITpaBaMU MOJIb30BaTeNs, @ HE aIMUHHUCTpATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJTTUPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonw3yld aHTUBHPYCHBIC MPOrPAMMHBIC IPOJYKTHl H3BECTHBIX IPOU3BOAMTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GpU3NUECKUN TOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucrnonp3yil BHelIHHE HOCUTENW WHGOpMAIUM, Takhe Kak ¢remka, AUCK wid (aim u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (Paifibl, TOJyYEHHBIE U3 HEHA/ICKHBIX UCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIe MpUCTANl TBOM 3HAKOMBIN. Jlydille yTOYHU y HEro, OTHPAaBIIsI 1M OH TeOe UX.

Cetu WI-FI

Wi-Fi - 910 He BuA mepenayn JaHHBIX, HE TEXHOJIOTHs, a BCEro JIHMIIb OpeHa, Mapka. Emie B
1991 rony Huaepnanickas Kommanus 3apeructpupoBana Openn "WECA", uro o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoanTcs kak "6ecrpoBoiHasi TOYHOCTH".

Jlo Haliero BpeMeHH JoIuIa Apyras abOpeBuarypa, KoTopas sIBJISI€TCS TaKOH e TeXHOJIOTHEH.
Oro abbOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HaMEKOM Ha CTaHIApT BhICHIEH
3ByKkoBoi TexHuKH Hi-Fi, uTo B mepeBosie 03Ha4yaeT "BbICOKAs TOYHOCTD'.



Jla, OecriaTHBI WHTEPHET-JAOCTYN B Kade, OTeNIX M ad’poroprax SBISETCS OTIHMYHOU
BO3MOJKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE SKCHEpPThl CUUTAIOT, 4TO oOImIeaocTynHbie Wi-Fi
CETU HE ABIIIOTCA 0E€30MaCHBbIMU.

CoBeTbl 110 6€30MaCHOCTH PadoThHI B 001eT0CTYNHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro quunyro uHpopmarnuio depe3 odmenocrymubie Wi-Fi cetu. PaboTast B
HHUX, KXCJIAaTCJIbHO HC BBOAUTH ITAPOJIK AO0CTYyIIA, JIOTUHBI U KAKHC-TO HOMEPA,

2. Hcnonp3yii M OOHOBIANA aHTHBHPYCHBIE TpOTrpaMMbl W OpaHamayep. Tem caMbiM TbI
oGe3omacuIib ce0st OT 3aKa4KK BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun pynkuuro "OOmuit goctyn k daitiam u npuatepam'.
JanHast GyHKIMS 3aKphITa IO YMOJIYAHUIO, OJTHAKO HEKOTOPHIE TOJIb30BATENIM aKTHBUPYIOT €€ JIJIst
yaA00CTBa UCTIONIB30BaHUs B paboTe win yuede;

4. He ucnone3yit myonmuunsiii WI-FI 11 nepegaun Tu4HbBIX JaHHBIX, HAlpUMEp JUIS BBIXO/1A B
COLIMAJIBHBIC CETU WJIU B DJIEKTPOHHYIO TIOYTY;

5. Ucnonw3yit Tonbko 3amntuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBO M uMeHHO "https://";

6. B MmoO6mipHOM Tenedone otkimoun pynknuo "llogkmouenune k Wi-Fi aBromatnuecku". He
JIOTTyCKall aBTOMAaTUYECKOTO MOJKII0UeHns ycTpoiicTBa k cetsM Wi-Fi 6e3 TBoero cornacusi.

ConuanpHble CETH

ConuanbHble CeTH aKTHBHO BXOJST B HAIlly >KU3Hb, MHOTHE JIIOOU PaOOTalOT U XKUBYT TaM
mocTosiHHO, a B Facebook yxke 3apernctpupoBaH MIILTAAP YETOBEK, UYTO SBISETCS OJHOU CEIbMOM
BCEX JKUTeJIel TulaHeThl. MHOTHE MOJIb30BaTeNM HE MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHas
UMHU B COIMAJIbHBIX CETSX, MOKET ObITh HalJileHa W HCIOJIb30BaHA KEM YTrOJHO, B TOM 4YHCIIE He
00s3aTeNnpHO ¢ OJIaruMU HAMEPEHUSIMHU.

OcHoBHbBIE COBETHI 10 0€30MACHOCTH B COIMAJIbHBIX CETHX:

1. Orpannyb cnucok apysei. Y Te0s B Ipy3bsAX HE JOJHKHO OBITh CIYYaHBIX U HE3HAKOMBIX
JIFOJIEH

2. 33H.[HH.IEII>1 CBOIO YaCTHYIO JKU3Hb. He YKaSBIBaﬁ 1apoJiu, TCJ'IC(bOHbI, aapeca, nary TBOCro
POXACHUA U JPYI'YIO JIMYHYIO I/IH(I)OpMaLII/IIO. 3J'IOYMI>II_HJ'ICHHI/IKI/I MOTYT HCIHOJIB30BATh [JAXKE
I/IH(bOpMaI_II/IIO 0 TOM, KaK Tbl U TBOHU POAUTCIIN INJIAHUPYCTEC ITPOBECTU KAHUKYJIbI;

3. 3amumiail cCBOIO permyTanuio - JepKu €€ B YUCTOTE M 3aJaBail cede BOMPOC: XOTeN Obl ThI,
9TOOBl Jpyrue MOJIb30BAaTEIN BHJEIH, YTO Thl 3arpyxaems? [lomymaii, mpexne deMm 4YTO-TO
OMyONMMKOBATh, HAMKICATDH U 3aTPY3UTh;

4. Ecnu ThI roBopulib C JIIOAbMH, KOTOPBIX HC 3HACIIb, HC HCHOJ’IB3y1>i CBOC pCaJIbHOC UMS U
APYTYIO JINYHYIO I/IH(I)OpMaI_II/II/II UMs, MECTO KHUTCIILCTBA, MCCTO y‘{e6LI " 1Ipouce;

5. N36erait pazmemenus ¢ortorpaduit B MHTEpHETE, rAe Thl M300pa’keH Ha MECTHOCTH, IO
KOTOPOU MOYHO OIPEAEIUTE TBOE MECTOIIOJIOKECHHUE;

6. HpI/I peructpaiuu B COLIMAJIBHOM CeTHu HCO6XO,Z[I/IMO HCIOJIB30BATh CJIIOXHBIC IT1apOJIH,
COCTOAIIUEC U3 6y'KB u I_II/I(I)p 1 C KOJITMYCCTBOM 3HAKOB HE MCHEC 8;



7. JAns conuanbHON CeTH, OYTHI U APYrHX CAUTOB HEOOXOJMMO HCIIOJIb30BaTh pa3HbIe MapOIIH.
Torna ecnu Te0s1 B3JIIOMAIOT, TO 3J0YMBIIUIEHHUKH TIOJIy4YaT JAOCTYI TOJBKO K OJHOMY MECTY, a He
BO BCE Cpasy.

DNEKTPOHHBIE IEHbIU

DNEeKTPOHHBIE JEHBIHM - 3TO OYEHb YIOOHBIA Croco® IUIaTexed, OJHAKO CYIIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT NOJIYYHUTh 3TU ACHBI'U.

3JI€KTpOHHI)IC JCHBI'M IMOABUIINCHh COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOTO BO MHOI'HX
rocyaapCrBax 10 CHUX IIOpP HE MPOIMHMCAHO ITPO HUX B 3aKOHAX.

B Poccun e oHM QYHKIHOHUPYIOT U O HUX YK€ MPOMMCAHO B 3aKOHE, TJI€ UX pa3JIeNsIioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE M HE aHOHHMMHbIC. Pa3HMIIa B TOM, 4TO aHOHHMMHBIE - JTO T€, B
KOTOpBIX pa3peliaercss MpOBOJAWUTH oOmepaluuud 0e3 WAeHTU(UKALUKA T[0JIb30BaTeNs, a B
HEAaHOHMMHBIX UACHTHU(UKALIVS 0Ib30BATENs ABISIETCS 00s13aTENbHOM.

Taxxke crnegyer pas3ninyaTh OSJIEKTPOHHbIE (UAaTHBIE JEHBIU (PaBHBI TOCYIAPCTBEHHBIM
BAJIIOTaM) U JIEKTPOHHbIE HE(HATHBIE AEHBI'M (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€301MacHOM padboTe C IEKTPOHHBIMU IEHbIAMU:

1. TlpuBsbku K cyeTy MOOWIBHBIM TenepoH. DTO camblii yHOOHBI M OBICTPBIM crocod
BOCCTAHOBUTH JIOCTYT K cueTy. [IpuBsi3aHHbBIN TenePOH MOMOXKET, €Clv 3a0yIelTh CBOU MIaTEKHBIN
MapoJIb WU 3aiiIelIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit omHOpa3oBeie maposi. [locie mepexoa Ha YCHIICHHYIO aBTOPHU3AIMIO TeOe yxe
He Oy/eT yrpoaTh OMaCHOCTh KpaXk UJIU MepexBaTa MIaTeXHOTO MapoJis;

3. Boibepu cnoxublii maposib. [Ipectymaukam Oymer HE MPOCTO yrajaaTh CIOKHBINA IapoJib.
Hanexxuple maposid - 3TO maposiv, KOTOpbIE COAEpKaT HE MEHee 8 3HaKOB M BKJIIOYAIOT B cedd
CTpOYHbIE U TPONUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HaK Jojuiapa, GpyHTa,
BOCKJIMIATENIbHBIN 3HaK | T.1. Hanmpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJAHHBIE Ha CaliTaX, KOTOPHIM HE JI0BEPSICILIb.
DJIEKTpOHHAA 1M0YTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJOTUS W MPENOCTaBIIEMbIE €I YCIYTH IO TMEPEChUIKE U
MIOJIYYEHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paclpeeNisiioTCsa B KOMIbIOTEpHOH ceTu. OObIYHO
AIIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISLAUT CIIETYIOIIUM obpazom:
UMs_TIONB30BaTesI(@uUMs_ToMeHa. Takke KpoMe Tepefaud MpPOCTOr0 TEKCTa, MMEeTcs
BO3MOXHOCTH TiepeiaBaTh (ailibl.

OcHoBHbBIE COBeTHI IO 0e30nacHOi padoTe ¢ JIeKTPOHHOI MOYTOM:

1. Hano BBIOpaTh MpaBUJIBHBIN MOYTOBBIA CepBUC. B HMHTepHETE €cThb OrpOMHBIA BBIOOD
OecIulaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIydlle JIOBEpSATh T€M, KOTO 3Haellb U KTO NEpPBBIH B
pEUTHUHrE;

2. He yxaspiBaii B JM4YHOM mouTe JUYHyl0 HMHpopmauumio. Hampumep, nyuiie BbIOpaTh
"My3bIKaIbHbIN _(haHaT@" umu "pok2013" BmMecTo "Temal3";

3. Mcnonp3yil ABYXATANHYIO aBTOPHU3ALMIO. JTO KOI/Ia MOMUMO Mapojs HY»KHO BBOJIUTH KOJ,
npucbLIaeMbii o SMS;



4. Beibepu CIOXKHBIN Mapob. JJis KakI0ro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM HAJICIKHBIMH,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTth BO3MOMHOCTb HallMCaTbh CaMOMYy CBOM JIMYHBIA BOIIPOC, HCIOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX ALUIMKOB. [1epBhIif A1 YaCTHOM MEpPEenucKH ¢ aapecaTami,
KOTOPBIM Thl JIOBEpsElIb. JTO 3JIEKTPOHHBINA aJpec HE HAJIO0 MCIOJB30BaTh MPU PEruCTpald Ha
dbopymax u caiitax;

7. He oTkpbiBaii ¢aitipl U Ipyrue BIOKEHUS B MUCHbMAaX, JIaXe €CJIW OHU IPUIILIM OT TBOUX
npysei. Jlydie yrouyHu y HUX, OTIIPABIISUTA JTU OHU TeOe TH (aiiibl;

8. Ilocne oxoHuaHus pabOTHI HAa TIOYTOBOM CEPBHCE TEPE/ 3aKPHITHEM BKJIAJKH C CAUTOM HE
3a0ynp Haxath Ha "Beiiitu".

KuGepOymauHr nian BUpTyaabHOE U3/1€BATEIHCTBO

KubepOynnuHr - mpecienoBaHre COOOMIEHUSMH, COACPXKAINTUMU OCKOPOJICHUS, arpeccuro,
3aIlyTHBAHKE, XYJUTAHCTBO, COIMAIBHOE OOWKOTHPOBAaHWE C IMOMOIIHIO Pa3IMYHBIX WHTEPHET-
CEpBHUCOB.

OcHoBHBIE COBeTHI 10 00pbOe ¢ KHOepOyIJIMHIOM:

1. He Opocaticsa B 60ii. JIydmmii crioco6: MocoBETOBaThCS Kak ce0s BECTH U, €CIIM HET TOTO, K
KOMY MOXHO OOpaTHTBHCS, TO BHAYaI€ YCIOKOUTHCS. ECITU ThI HauHENIb OTBEYATh OCKOPOICHHUSIMU
Ha OCKOPOJICHHUS, TO TOJBKO eIIe O0JIbIIe Pa30AOKeIIh KOHPIUKT;

2. YrpaBiisiii cBoei KubeppenyTaiue;

3. AHOHUMHOCTH B CETH MHHMas. CYIJ_[eCTBYIOT CITOCOOBI BBISICHHUTDH, KTO CTOUT 3a aHOHHMHBIM
AKKayYHTOM;

4. He cTOWT BECTH XYJWUTaHCKHI 00pa3 BUPTyaJIbHOW XKU3HHU. MIHTEpHET uKcHpyeT Bce TBOU
NEUCTBUS U COXpaHSIEeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTEIbHO;

5. CoGnroaii CBOI0 BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyii eauHuuHblii HeraTuB. OJHOpPA30BbIE OCKOPOUTENBbHBIE COOOIEHUS ITydIlle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaliaeTcsi Ha Ha4aabHOUW CTaNu;

7. ban arpeccopa. B [mporpammax oOMeHa MTHOBEHHBIMH C006H_ICHI/I$IMI/I, B COIIMAJIBHBIX CCTAX
€CTb BO3BMOXHOCTB 6J'IOKI/Ip0BKI/I OTIIPAaBKH COO6H.I€HPIﬁ C OIIPCACIICHHBIX aApPCCOB;

8. Eciu b1 cBuaeTens kubOepOymuuHra. TBou neMcTBUS: BBICTYIHTh MIPOTHUB IIpECIeI0BaTeNs,
II0Ka3aTb €My, YTO €r0 JAEHCTBHS OLICHUBAIOTCS HEraTMBHO, NOJAEPKATh KEPTBY, KOTOPON HYXHa
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO TOBEICHHS B CETH.

MoOwibHBIN TenehoH

COBpeMCHHBIC CMapT(I)OHBI U IJIAHIICTBI COACPIKAT B cebe BIOJIHE B3p00J’IBII71 (I)YHKI_II/IOHEU'I, n
TCIICPb OHU MOT'YT KOHKYPUPOBATH CO CTAITUOHAPHBIMU KOMIIBIHOTCPAMU. OI[HaI(O, CpCACTB 3alIUThI
HJIA HO,Z[O6HBIX yCTpOﬁCTB IIOKa OYCHbL Mallo. TeCTI/IpOBaHI/IC n IOHCK y}ISBI/IMOCTeI\/'I B HHX
MPOUCXOAUT HE TaK HHTCHCUBHO, KaK JJIs1 HK, TO 7K€ CaMO€ KacaeTcs ¥ MOOMIIbHBIX HpHJ’IO)KCHHﬁ.



CoBpeMeHHbIE MOOWIJIBHBIE Opay3epbl YK€ TNPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAaJIOTH,
OJIHAKO pacimupeHrue (yHKIMOHAIa BJIEYET 32 COOOW OOJBIIYI0 CIIOXHOCTh M MEHBIIIYIO
3aIIUIICHHOCTb.

Jlanmeko He Bce TMPOU3BOJMUTEIN BBIMTYCKAIOT OOHOBICHHS, 3aKpPHIBAIOIINEC KPUTHYCCKHE
YSA3BUMOCTH ISl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIs 0€30MACHOCTH MOOHJILHOIO TeJ'[e(l)OHa:

Huuero ne sBisercs mo-HacTosimeMy OecrulaTHbIM. bynb OCTOpOKEH, Bedb Korga Teohe
npeiaraT OecIIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KAKUE-TO TUIATHBIC YCIYTH;

Hymaii, npexzae yeM otnpaBuTb SMS, ¢hoTto mnu Buaeo. Tl TOUHO 3Haellb, IJ€ OHU OyAyT B
KOHEYHOM uTOre?

Heo6xommumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsl MOOMJIBHBIX TeNe(OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCEU3BECTHOIO HMCTOYHHMKA, BEAb OHU MOTYT COJACPIKATh
BPCAOHOCHOC IMPOTrpaMMHOC 06ecnequHe;

[Tocne Toro kak Thl BBIHJEIID C caiiTa, I/ie BBOJAWI JIMYHYIO HH(POPMAIHUIO, 3aliI1 B HACTPOUKH
Opay3sepa u ynanu cookies;

[leproauuecku npoBepsii, Kakue IUIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

JlaBaii cBOWl HOMEp MOOWJIBHOTO TeliepoHa TOJBKO JIOASM, KOTOPBIX Thl 3HACIIb M KOMY
JOBEPSEIIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOT/Ia Thl MM HE ToJib3yemnibes. He 3a0biBail mHOTIA
MIPOBEPSATH ATO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAIOLINE PA3BICUCHUS, 0OBEIUHSIIONINE
COTHHU THICSY YEJIOBEK MO BceMy MHpy. Urpoku ucciaenyroT NaHHBIM UM MUp, OOLIAIOTCS JPYT C
JPYroM, BBITIOJHSIOT 33JaHUs, CPAXKAIOTCS ¢ MOHCTPAaMHU U MOJYYaroT OMBIT. 32 YI0BOJIbCTBUE OHU
IUIATST: MOKYIMAIOT JUCK, OTNIAYMBAIOT aDOHEMEHT WIIH MPHOOPETAIOT KAKHE-TO OTIIHH.

Bce st cpencta uayT Ha mojjiep>KaHUe U Pa3BUTUE UTPHI, a TAKXKe Ha camy 0e30MacHOCTD:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIE MaT4YH (LHU(PPOBBIC 3AIUIATKU IS
MIPOrpaMMm), 3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OHnacaTbCs HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO Kpa>Xu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpPU3AlIUU OOJIBIIMHCTBA urp.

OcHOBHbBIE COBEThHI 10 0€30IIACHOCTH TBOEr0 HI'POBOIo0 aKKayHTa:

1. Eciu apyroit urpok Beaer cels MIoXo WM CO3aeT Tebe HeNPHUSATHOCTH, 3a0I0KUpPYH ero B
CIIMCKE UTPOKOB;

2. HO)KB.J'IyﬁC)I AAMUHUCTpATOpAM HUI'PbI Ha IIJIOXOC IMOBCACHUC 3TOTO HUI'pOKa, KEJIATCIBHO
MPUIIOKUTL KAKHUEC-TO NOKA3aTCIILCTBA B BUIC CKPHUHOB;

3. He ykaspiBaii TMuHYI0 HHPOPMALUIO B Tipodaiiie urpsl;



4. YBaxail Ipyrux y4acTHUKOB IO UIPE;
5. He ycranaBnuBaii Heo(pUIIMATBHBIE TATYU H MOJIBI;
6. Vcroib3yil ClI0’KHBIE U pa3HbIE [1apOJIN;

7. Jla’ke BO BpeMsI UTPbI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. [I0Ka Tl Urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUImUHAT WIN Kpaka JUYHBIX JaHHBIX

OOBIYHOM KpaXKel JeHer W JIOKYMEHTOB CETOJIHS YK€ HHUKOTO HE YAWBHWINb, HO C Pa3BHTHEM
WHTEPHET-TEXHOJIOTHIA 3JIOYMBIIIJICHHUKH TIEPEMECTUINCH B MHTEPHET, W IMPOJIOJDKAIOT 3aHUMAThCSI
"MFOOUMBIM" JIETTOM.

Tak mnosiBuiIach HoOBas yrpo3a: HMHTEPHET-MOIICHHWYECTBA WJIM (DUIIMHI, TJaBHAs LeENlb
KOTOPOTO COCTOMT B MOJYYEHHU KOH(PHUACHUUAIbHBIX JaHHBIX I0Jb30BaTeNIed - JIOTHHOB H
naposneil. Ha anrmmiickom si3pike phishing unrtaercss kak ¢ummuer (ot fishing - poiGHas n0Bif,
password - mapoJis).

OcHoBHBIE COBETHI 10 00pbOe ¢ GQUIIUHIOM:

1. Cnenn 3a cBouM akkayHTOM. Ecnu Thl To/103peBaelib, 9To TBOSI aHKeTa ObLjla B3JIOMaHa, TO
He0o0XoIMMO 3a0J0KHpOBaTh €€ U COOOLIUTh aJIMHUHHUCTpAaTOpaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Ucnonw3yit Oe3omacHbie BEO-CAlThI, B TOM YHCJIE, MHTEPHET-Mara3uHOB U ITOHMCKOBBIX
CHUCTEM;

3. Hcnonp3yli CIIOXKHBIE W pa3Hble Tapoiu. Takum oOpa3om, eciau TeOs B3JIOMAaKOT, TO
3JI0YMBIIIJIEHHUKHU TOJIY4aT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3JIOMAJI4, TO HeO6XOI[I/IMO npeaynpeanTe BCEX CBOUX 3HAKOMBIX, KOTOPHBIC
,Z[O6aBJ'IeHI>I y TEOS B APY3biX, O TOM, YTO TEOsT B3JIOMAaJIH ", BO3BMOXHO, OT TBOCIro HMCHH 6y,I[eT
PacCChblIaThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IHI‘OBBIG CaﬁTBI;

5. YcranoBu HanexHbIH mapoJib (PIN) Ha MoOubHBIM TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapodisi B Opaysepe;

7. He oTkpbIBail ¢aiiabsl U Apyrue BIOXKEHHs B IMMCbMax, JaXe €CIM OHU IMPULUIA OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (aiiibl.

Hudposas pernyramus

[MudpoBas pemyranuss - 3TO HEraTMBHAs WJIM IO3UTHBHAas HHpOpMalus B CeTH O Tebe.
Komnpomerupyromas uHpOpManus, pa3MelleHHass B HHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHOH ku3HU. "LludpoBas pemyranua" - 3T0 TBOM HUMMJDK, KOTOPBIH
dbopmupyetcs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MmecTo JKHUTCJILCTBA, y‘-IC6BI, TBOC q)HHaHCOBOC IIOJIOKCHUEC, 0COOCHHOCTHU XapakKTepa u
pacckasbl O OJIM3KHUX - BCE ATO HAKAIUIMBAETCS B CETH.



MHOr#re MOAPOCTKU JIETKOMBICICHHO OTHOCATCA K MyOJMKalMM JTUYHOM HH(pOpManuu B
I/IHTepHeTC, HE IMMOHUMAasA BO3MOXHBIX HOCJIGI[CTBI/If/'I. Ter JaXE HC CMOXCIIb J0ragarbCAa 0 TOM, 4YTO
dororpadus, pasMelieHHas 5 JIeT Ha3a/l, cTala IPUYMHON OTKa3a MPUHSTH TeOs Ha padoTy.

Kommenrapuu, pasmemieHue TBoux (ororpaduii M Jpyrue OeHCTBUS MOTYT HE HCYE3HYTb
Jlake TOCIIe TOro, KaK Thl MX yAaIHUIIb. Thl HE 3HACIIb, KTO COXPAaHHII 3Ty HH(OPMAIHIO, ITOTIaNIa JIA
OHA B [IOUCKOBBIE CCTEMBI U COXPaHUJIACh JIX OHA, a [NIABHOE: 4YTO MOAYMAIOT O TeOE OKPYKAOLIUeE
JO/IM, KOTOPBIE HAWAYT W YBUAAT 3T0. HailTn mHpOpMAaLni0 MHOTO JIET CIYCTSI CMOXKET JII000i -
KaK U3 J00pbIX NOOYXKAEHHH, TaK U ¢ HAMEPEHUEM MPUYMHUTD BpeA. DTO MOXKET ObITh KTO YTOJHO.

OcHoBHbIE cOBeTHI N0 3amuTe HUGPOBOI penyTanum:

1. Tlomymaii, mpexxae ueM 4YTO-TO MyOJIMKOBaTh M IepeiaBaTth y cebd B Oinore uiu B
COITMALHOM CETH,

2. B mnacrpoiikax mpoduias ycTaHOBU OIpaHUYEHMS] HA MPOCMOTP TBOEro MHpOQMIsl U €ro
COJIEP’)KUMOT0, cJIesIail ero TOJIbKO "ist Ipy3ei";

3. He pa3memaii u He yka3piBail WH(POpMAIIHIO, KOTOPasi MOXKET KOTO-JIHO0 OCKOPOJATH WIIH
00MXKaTh.

ABTOpCKOE ITpaBo

CoBpeMeHHbBIC IMIKOJBHUKH - aKTUBHBIE IOJIB30BaTeNU MHUQPPOBOro mpocTpaHcTBa. OmHAKO
JaJIeK0 He BCE 3HAIOT, YTO MOJh30BAHWE MHOTUMH BO3MOXXHOCTSMH IHM(pPOBOTO MHpa Tpedyer
coOJTI0/IeHUS TTPaB Ha MHTEIUICKTYAJIbHYIO COOCTBEHHOCTD.

Tepmun "WHTEUIEKTyanbHasi COOCTBEHHOCTh' OTHOCHTCS K Pa3JIMUYHBIM  TBOPCHHUSM
YEJIOBEYECKOT0 yMa, HAuWHAs ¢ HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh HA
MPOJYKTHI U YCIYTH, U 3aKaH4YMBasi KHUTamH, GoTorpapusimMu, KWHOPHIbBMaMU U MY3bIKAJIbHBIMU
MIPOU3BEACHUSMU.

ABTOpCKHeE MpaBa - 3TO IPaBa Ha HHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKHU,
JUTEpaTypbl U HCKycCTBa. ABTOPCKME IIpaBa BBICTYNAIOT B KauecTBE TapaHTHU TOTO, YTO
MHTEJUICKTYaJIbHBIM/TBOPUECKHI TPyl aBTOpa He OylIeT HalpacHbIM, JacT €My CIpaBeJIMBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3y/ibTaTax CBOEro TPyZAa, MOJYYUTh M3BECTHOCTh M IpU3HAHHUE.
Hukro Ge3 pasperienusi aBTopa HE MOKET BOCIIPOM3BOJUTH €0 MPOU3BEICHHE, PACIIPOCTPAHSITD,
nyOIMYHO JIEMOHCTPUPOBATh, NPOAABaTh, UMIIOPTHPOBATH, IIyCKaTb B MPOKAT, MyOIUYHO
UCIOJIHATH, TOKA3bIBATh/UCIIONHATH B 3(upe Ui pa3MenaTtsh B IHTepHeTe.

Hcnonn3oBanue "HI/IpaTCKOI‘O" MporpaMmMHOIO oOecreyeHns: MOYKET INpUBECTH K MHOI'MUM
pucCckam: OT IMOTCPHU HAHHBIX K TBOUM d4KKAayHTaM [0 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac
YCTAHOBJICHA HEJICTaJIbHAA IIporpaMma. He cTout Taxxke 336BIBaTB, YTO CYLICCTBYIOT JICTAJIBHBIC U
OecriaTHEIC mporpamMmal, KOTOPLIC MOKHO HalTH B CETH.

O nopraine

CeteBnuoK.p( - TBOI IN1aBHBINA COBETUYMK B CETH. 37I€Ch Thl MOXKEIlIb Y3HATh O OE30MIaCHOCTH B
CEeTU MOHATHBIM M JIOCTYITHBIM SI3bIKOM, a ITPY BO3HUKHOBEHUHU KPUTHUUECKOM CUTyalluu 0OpaTUTHCS
32 COBETOM. A TakKe NMPUHATH Y4acTHE B KOHKypCcaxX M CTaTh CaMbIM IIU(PPOBBIM T'paXkKAaHUH



