MNEJATOI'AM Ob UH®OPMAIIMOHHOM BE3ONNACHOCTH

Korna peus 3axoaut 06 uHGpopMaIimoHHOW 0€30MacHOCTH, OOBIYHO Mbl HAUMHAEM
IyMaTh O KOMIIBIOTEpaX, CETAX, MHTepHETE U Xakepax. Ho mayis oOpa3oBarenbHOR
cpenbl mpoOsiemMa CTOMT IIMpE: B OrPaKIEHUW Yydallerocs OT HH(opmaiuu,
KOTOpasi MOKET HETaTUBHO MOBJUATh HAa €ro (OpMUPOBAHUE U PA3BUTHE, TO €CTh
0 Mpomnaraije pa3IuuyHON HAIPaBICHHOCTH.

IHonsitue nHPOPMALTMOHHOI 0€30MACHOCTH

I[lon  uHpopmManmMOHHOW  O€30MACHOCTHIO  MOHMMAETCA  3AIIMILEHHOCTh
MHPOPMAIIMOHHON  CHUCTEMBI  OT  CIOy4allHOTO  WIW  TPEeIHAMEPEHHOTO
BMEILIATENbCTBA, HAHOCALIEro ymepd BIaAenbllaM MM IOJIH30BATENAM
uH(pOpMaIIIH.

Ha mpakTtuke BaKHEHIIMMH SBJISIOTCS TPU  acliekTa HWHQPOPMAIMOHHOHN

0e30MacHOCTH:

e JIOCTYITHOCTh (BO3MOXKHOCTh 3a Pa3yMHOE BpeMs IIOJYYUTh TpPeOyemMyro
UH(GOPMAIIMOHHYIO YCIIYTY);

e IICJIOCTHOCTh (AKTyaJIbHOCTh M HEMPOTHUBOPCYMBOCTH HH(POPMAILIMH, €€
3aIUIIEHHOCTD OT Pa3pPYIICHUS U HECAaHKIIMOHUPOBAHHOTO H3MEHCHUS );

o KOH(PUICHIMAIBHOCTSH (3aIUTa OT HECAHKITMOHUPOBAHHOTO TIPOYTCHHUS ).

Hapymienus 1OCTYMHOCTH, HEIOCTHOCTH W KOH(PUACHIMATIBHOCTH WHMOpMAIIU
MOTYT  OBITb  BBI3BAHbl  PA3JMYHBIMU  ONACHBIMU  BO3JICUCTBUSIMH  Ha
MH(GOPMAIIMOHHBIE KOMITBIOTEPHBIE CUCTEMBI.

OcHoBHBIE YyTPo3bl HHPOPMALMOHHOH 0€30IIACHOCTH

CoBpemenHass uH(MOpMAIMOHHAs CHUCTeMa TPENCTaBIsieT COOOH CIOXKHYIO
CUCTEMY, COCTOSIIYIO M3 OOJIBIIOTO YHCIa KOMIIOHEHTOB PAa3IMYHON CTEHEHU
ABTOHOMHOCTH, KOTOpPBIE CBSI3aHBI MEXIy COOOH W OOMEHHBAIOTCS JTaHHBIMHU.
[IpakTueckn  KaXkAbldi  KOMIOHEHT MOXET IOJBEPTHYTHCS  BHELIHEMY
BO3JCUCTBUIO WA BBIUTH H3 CTposi. KOMIOHEHThI aBTOMATHU3UPOBAHHOMN
WH(OPMAITMOHHON CUCTEMBI MOXKHO pa3OUTh HA CIAEAYIONINE TPYIIIHL:
Annapammuwie cpedcmed. IT0 KOMIBIOTEPHI U UX COCTaBHbBIE YACTHU (IIPOLECCOPBHIL,
MOHUTOPBI, TEPMHUHAIIBI, TIEpUEPUIHBIE YCTPOHCTBA — MPUHTEPHI, KOHTPOIIIEPHI,
Ka0emnu, JINHUU CBSI3U U T.11.);

Ilpozpammnoe obecneuenue. OT0 TPUOOPETCHHBIE MPOTPAMMBI, HCXOIHBIC,
OOBEKTHBIE, 3arpy304HbIC MOMAYJHU; ONEPAIMOHHBIE CUCTEMBI U CHCTEMHBIC
porpaMmbl (KOMOWJISITOPbI, KOMIOHOBIIUKA U JIP.), YTUJIUTHI, JUATHOCTUYECKUE
MpOorpaMmsbl U T.1.;

/lannvle, XxpaHuMble BPEMEHHO W TOCTOSTHHO, Ha JWCKaX, (UIdIIKAX, MEeYaTHBIC,
apXUBbI, CHCTEMHBIE )KYpPHAJIbl U T.[I.;

Ilepconan. [lonb3oBarenu, CHCTEMHBIE aIMUHUCTPATOPBI, IPOrPAMMHUCTHI U JIP.

OnacHble BO3JEHUCTBUS Ha KOMIIBIOTEPHYIO MH(GOPMAIMOHHYIO CUCTEMY MOXHO
MOApAa3ACIUTh Ha  CIy4yalHble W  NOPEJHAMEPEHHBIC. AHAJIW3  OIbITA
MIPOCKTUPOBAHMS, M3TOTOBICHUS W HKCIUTyaTallM HHGOPMAIMOHHBIX CHUCTEM
MOKa3bIBAa€T, UTO HHPOpMAIUMsi TMOABEPraeTcsi pazMYHbIM  CIIyYalHbIM



BO3JECHUCTBUAM Ha BCEX dTallax LUKIIA XU3HU CUCTEMBI. lIpuunmHamu cirydaiHbIX

BO3JICUCTBUI MPHU IKCILTYyaTALIMH MOTYT OBITh:

e aBapuiHbIC CHUTyalldd W3-3a CTUXUUHBIX OEJACTBUM U  OTKIIOYCHUU
JJIEKTPOIIUTAHHUS;

e OTKa3bl U cOOM ammapaTyphl;

o OHIMOKHU B IPOrPaMMHOM OOECIICUECHHH;

o omuOKu B paboTe nepcoHana;

e IIOMEXH B JIMHUAX CBSA3U U3-3a BO3JCHCTBUN BHELIHEU CPEBL.

IIpenHamepeHHbIE BO3AEHCTBUS — OTO LICJICHAIIPABICHHBIC 1€MCTBUS HAPYILIUTEIIS.
B xauecTBe HapymuTesnss MOI'YT BBICTYIIATh CIIYXKAILHUM, TOCETUTENb, KOHKYPEHT,
HaeMHUK. [leficTBUs HapymuTeast MOTYT ObITh OOYCIIOBJIEHBI pa3HBIMU MOTHBAMU
e HEJOBOJBCTBOM CIIYXKAIEr0 CBOEU Kapbepou;

e B3STKOM;

e JTIOOONIBITCTBOM;

e KOHKYpPEHTHOU O0pHOOI;

e CTpPEMJICHHEM CaMOYTBEPAUTHCS JIFOOOH LIEHOIA.

MOXHO COCTaBUTh TMIIOTETUYECKYIO MOJENb NOTEHIIMATBbHOTO HAPYIIUTEIS:

o KBaJM(UKAIMSA HAPYUIUTENI Ha YPOBHE pa3pabOTUMKa TaHHON CUCTEMBI;

e HapyLIHUTEJIEM MOXET ObITh KakK IOCTOPOHHEE JIMIO, TaK U 3aKOHHBIN
I10JIb30BATEIb CUCTEMBI,

o HapYLIMTEIIO U3BECTHA MHPOPMAIIUS O IPUHLIUIIAX PAOOThI CUCTEMBI;

e HapylIMTEIh BbIOMpaeT Haubosee cinadoe 3BEHO B 3allUTe.

HaubGonee pacrpocTpaHeHHBIM © MHOTOOOPa3HbIM BHJIOM KOMIIBIOTEPHBIX
HapyILIEHUN SBJISETCS HECAHKUMOHUPOBAHHBIM NOCTYI. HecaHKIMOHWpPOBAHHBIN
JOCTYIl HCIONB3YeT 00y OIMMOKY B CHCTEME 3alluThl M BO3MOXKEH IPHU

HEPAIMOHATBFHOM BBIOOpPE CPEACTB 3alllUTHI, UX HEKOPPEKTHOW YCTAaHOBKE U
HAaCTPOMKE.

[IpoBenem knaccuukanuio KaHAIOB HECAaHKIMOHUPOBAHHOTO JOCTyMA, 10

KOTOPbIM MOXHO OCYIIECTBUTh XMWILICHUE, HM3MEHEHUE WM YHUUYTOXKEHUE

uHbOpMaITIH:

Yepes uenoseka:

o XWIIEHHWE HOCUTEJECH nHPOpMAIINH;

o uTeHHUE MHPOPMAIIMH C dKpaHA WU KJIaBUATYPHI;

o uTeHUE MHPOPMAIINH U3 PACTICUATKH.

Yepes npocpammy:

e IIEpEXBAT MapOJIEH;

o nemudpoBKa 3amudpoBaHHON HHPOPMAIINH;

o KOMHUpOBaHWE WH(OOPMAIHU C HOCUTEJIS.

Yepes annapamypy:

e TMOJKJIIOYEHHWE  CHEUUabHO  pa3pabdOTaHHBIX  ammapaTHBIX  CPEACTB,
o0ecrneunBarOIINX JOCTYN K HHPOpMALINY;

o TmepexBaT MOOOYHBIX JIEKTPOMATHUTHBIX U3JIYYEHUW OT almapatypbl, JUHUN
CBSI3U, CETEU PIEKTPONUTAHUS U T.J.



Oco0o0 cnenyer OCTaHOBUTBCS Ha Yrpo3axX, KOTOPbIM MOTYT IOJBEpPrarbcs
KOMIIbIOTEpHbIE ceTU. OCHOBHasi OCOOEHHOCTh JIO0OM KOMIBIOTEPHON CETH
COCTOUT B TOM, YTO €€ KOMIIOHEHTBHI paclpeleseHbl B mpocTpaHCTBe. CBS3b
MEXAY y3J1aMHU CETH OCYIIECTBIISIETCS (PU3MUYECKH C MOMOILbIO CETEBBIX JIUHUN U
MPOrpaMMHO C TOMOIIBI0 MeXaHu3Ma cooOueHuid. Ilpu sToM ympamistoume
COOOIICHMS U JIaHHbIE, MIEPEChUIaeMble MEXKIY y3JaMUu CETH, MEePeJaloTcCs B BUAC
nakeroB obmeHa. KoMmbroTepHbIE CETH XapakTepHbl TEM, 4YTO NPOTHUB HHUX
NPEANPUHUMAIOT TaK Ha3blBa€MbIE yNAJICHHbIE araku. Hapymurens MoOXeT
HAaXOJUThCSA 3a THICSYM KHUJIOMETPOB OT aTaKyeMoro oO0BbeKTa, MpU STOM
HaIlaJICHUI0 MOJKET IOJBEPraTbCsi HE TOJIBKO KOHKPETHBIM KOMIIBIOTEpP, HO WU
uH(oOpMaIKs, Mepearolascs M0 CeTEBbIM KaHalaM CBS3H.

Obecneuenre MHPOPMALMOHHOI 0€30ITACHOCTH

dopMupoBaHue peKUMa HHPOPMALMOHHOM  Oe3omacHOCTH —  MpodiieMa
KOMIUIEKCHas. Mephl 10 €€ PeleHnI0 MOXKHO MOAPA3ANIUTh Ha MSATh YPOBHEM:
1. 3axonooamenvuwlit . ITO 3aKOHBI, HOPMATUBHBIE aKThl, CTAHAAPTHI U T.II.

HopmaTtuBHO-1ipaBoBasi 6asza onpeensronias mopsI0K 3aiuThl HHOOPMaIIH:

2. Mopanvno-amuueckuii. BceBO3MOXHbIE HOPMBI TIOBEJCHUS, HECOOIOJICHUE

KOTOPBIX BEAET K TAaJEHUI0 TMPECTHKa KOHKPETHOIO YeJOBEKa WM IeJIoi

OpraHU3aIlnu.

3. Aomunucmpamuensiii. JlefictBus 001Iero XxapakTepa, MNpeaIpUHIMAaeMbIe

PYKOBOJICTBOM OpraHu3anuu. TaKuMH TOKYMEHTaMH MOTYT OBITh:

e TMpPUKA3 PYKOBOAMUTENS O HA3HAYEHUU OTBETCTBEHHOrO 3a o0ecreueHue
uH(OpPMaIIMOHHON 0€30TacCHOCTH;

e JIOJDKHOCTHBIE 00s13aHHOCTH OTBETCTBEHHOTO 3a oOecrieueHue
uH(OpMaIMOHHON 0€30TaCHOCTH;

o TEepeYeHb 3aANTUIIACMBIX HTHHOPMAIIMOHHBIX PECYPCOB U 0a3 JaHHBIX;

e HHCTPYKIMIO, ONPEIECISIONIYI0 TMOPSAOK TPENOoCTaBiIeHUs WHOOpMAIUu
CTOPOHHUM OpraHU3alMsAM IO MX 3alpocaM, a TaKXke MO MpaBaM J0CTyna K
HEW COTPYAHUKOB OpPTaHU3ALUH.

4. @u3uueckuii. MexaHuyeckue, dJIEKTPO- U DIEKTPOHHO-MEXaHUYECKHUE

MPENATCTBUSL HAa  BO3MOXHBIX MYTSIX INPOHUKHOBEHUS  IMOTEHIHAIBHBIX

HApYLINUTEIICH.

5. Annapammno-npozpammmustii (3NEKTPOHHBIE YCTPOWCTBA W  CIICI[MATIbHbBIC

MPOrPaMMBI 3aIUTH HTHGOPMAIIHH ).

[TpuHsATHIE MEPHI IO CO37aHUI0 O€30MacHON MHGOPMAIIMOHHON CUCTEMBI B IITKOJIE:

o OOecreueHa 3ammMTa KOMIBIOTEPOB OT BHENIHUX HECAHKIIMOHUPOBAHHBIX
BO3JICHCTBUN (KOMIIBIOTEPHBIE BUPYCHI, JJOTHIECKHE OOMOBI, aTaKh XaKEPOB U
T. 1.)

o VYCTaHOBJIEH CTPOTMH KOHTPOJIb 3a BJEKTPOHHOW TMOYTOM, obOecneyeH
MOCTOSTHHBIN KOHTPOJIb 33 BXOASIIECH U UCXOASIIECH KOPPECITOHICHIIUEHN.

o YCTaHOBJEHBI COOTBETCTBYIOIIME MapoJid Ha repcoHabHbie [1K.

o Hcnonb3oBaHbl KOHTEHT-PUIBTPBL, s (GUABTpAlMM CaWTOB MO HX
COAEPKUMOMY.



EnvnHas COBOKYMHOCTH BCEX AOTHUX MEp, HAIMPABJICHHBIX HAa TMPOTHUBOACHCTBHUE
yrpo3aM 0€30MacHOCTH C IENbI0 CBEACHUS K MHHUMYMY BO3MOXHOCTH yiepoa,
00pa3zyroT CUCTEMY 3allUTHI.

CrenuanucTbl, UMEIOIINE OTHOIICHUE K CHUCTEME 3alllUThl JTOJHKHBI MOJHOCTHIO
NpeACTaBisATh ceOe mNpuHOMNBI €€  (GYHKIMOHUPOBAHUS W B Clyyae
BO3HUKHOBEHHUS 3aTPYIHUTEIBHBIX CHUTYallMil aJeKBAaTHO HAa HHUX pearupoBaTh.
[Tox 3amuTol AOMKHA HAXOAUTKCS BCS cucTeMa o0paboTKU UH(pOpMAITUH.

JIuia, 3aHuMaronyecs: ooecreueHneM MH(HOPMAMOHHONW 0€30MacHOCTH, JTOJKHbI
HECTH JIUYHYIO0 OTBETCTBEHHOCTD.

Hagexxnast cucrema 3amuThl JOJDKHA OBITh IOJHOCTBIO MNPOTECTUPOBAHA U
corylacoBaHa. 3allluTa CTAHOBUTCA Oojee d()PeKkTUBHOW M THMOKOW, €ciinm OHa
JOIyCKaeT U3MEHEHUE CBOMX ITapaMETPOB CO CTOPOHBI a]MUHUCTPATOpA.

B 3axnroueHue cBoero Jokiaaa XoTeaoch Obl JaTh HEKOTOPbIE PEKOMEHAAIMH 10
opraHuzanuu padoTsl B MH(POPMAIMOHHOM MPOCTPAHCTBE, YTOOBI yoepeub ce0s u
CBOMX OJM3KUX OT HHTEPHET-TIPECTYIHUKOB.

PexoMeHaanum 1o opraHu3anvu padorsl B HHPOPMAITMOHHOM MPOCTPAHCTBE

1. TIlepen Hauamom pabOThl HEOOXOAMMO YETKO CHOPMYIUPOBATH 1I€JIb U BOIMPOC
nouicka uHGOpMaIIi.

2. KenarenbHO BBIPaOOTaTh ONTHUMAJIBHBIA aNTOPUTM MOMCKAa HMHPOpMAUUU B
cetu MHTepHeT, YTO 3HAYMUTETHLHO COKPATHT BpPEeMsI M CHJIbI, 3aTpadyeHHbIE Ha
TIOUCK.

3. 3apaHee yCTaHOBUTh BpeMEHHBIM JuUMHT (2-3 4aca) paboThl B
MH(GOPMAIIMOHHOM MTPOCTPaHCTBE (TIPOCMOTp Tejenepenayu, urenue, UHTepHeT).

4. Bo Bpems paboThl HEOOXOIUMO JeiaTh MepepbiB HA 5-10 MUHYT IJIS CHATHS
(u3MUECKOTro HAMPSKEHUS U 3pUTEIHHON HArPYy3KH.

5. HeoOxoaumo 3HaTh 3-4 yIpaKHCHHUS Ui CHITUS 3PUTEIBHOTO HAMPSDKEHUS U
buznUecKon ycTamocTH.

6. PaGoraTh B XOpOIIO IPOBCTPEHHOM IIOMECIICHHUH, IPHU ONTUMAIbLHOM
OCBEIICHNHU U B YJIOOHOM 1o3e€.

7. He cTOWT JETKOMBICIEHHO OOpamarhcsi CO CrnaM-NMMCbMaMHM W 3aXOJIUTh Ha
HeOe3onmacHbie BeO-calThl. J[J11 MHTEpHET-TIPECTYITHUKOB Bbl CTAHOBUTECH JIETKOU
n00bIYEH.

8. IIpu peructpauuu B COUMAIbHBIX CETAX, HE YKA3bIBAUTE CBOU MEPCOHAIBHBIC
JIaHHBIE, HAIIPUMEP: aJIPEC WIIA I€Hb POKICHUS.

9. He ncnosp3yiTe B JIOTHUHE WM MTAPOJIE IEPCOHATBHBIE JaHHBIE.

10. Bce 3T0 mO3BONSET MHTEPHET-NPECTYNMHUKAM MOJYYUTh JAHHBIE TOCTyINa K
aKKayHTaM »3JIEKTPOHHOM MOYTHI, a Takxke HHPuuupoBaTh nomamnue [IK nus
BKJIIOYEHHUS UX B OOT-CETh WJIHU ISl OXUILIEHUS] OAHKOBCKUX JAHHBIX POAUTENCH.



11. Cozpaitte coOCTBeHHbIH TpodUIb HAa KOMIIbIOTEPE, YTOOBI 00€30MacuTh
MH(}OPMAIUIO, XPAHALIYIOCS HA HEM.

12. He 3aObiBaiiTe, uTO (paKThl, O KOTOpPHIX Bbl y3Haere B MHTepHeTe, HY>KHO
OYEHb XOPOILIO MPOBEPUTH, €CIIA BHIOYJETE UCIOJIb30BATh UX B CBOEH JOMalIHEH
pabote. llenecooOpa3Ho CpaBHUTH TPU MCTOYHHUKA WHGPOPMAIUHU, MPEKAEC YeM
pEelnTh, KAKUM UCTOYHUKAM MOYKHO JOBEPSTH.

13. O nmoctoBepHOCTH MHGOPMAIIUK, TOMEIICHHOW Ha caliTe MOXXHO CYIUThH IO
caMOMy CailTy, y3HaB 00 aBTOpax cauTa.

14. Pazmemas nndopmainuio o cede, CBOMX OJU3KUX U 3HAKOMBIX Ha CTpaHHUIAX
COITMAIBHBIX CETEH, CIIPOCUTE MPEABAPUTEILHO pa3pellieHue y TeX, 0 KoM OyaeT
3Ta UHPOpMALIHSL.

15. He cnenyer pa3MemiaTh Ha cTpaHulax BeO-callToB cBou (ororpaduu u
¢dotorpadun cBoMx ONM3KUX U 3HAKOMBIX, 32 KOTOpPbIE BaM MOTOM MOKET OBbITh
CTBIJTHO.

16. Cob6nropaiite mnpaBwia dSTUKM Tnpu obmenun B HWHTepHeTe: Tpy0dOCTh
POBOIMPYET APYTUX HA TAKOE K€ MOBEICHHUE.

17. Ucnonb3yss B cBoeil paboTe Marepual, B3SATHIM U3 HHPOPMAIMOHHOTO
UCTOYHMKA (KHWTa, NEpUOAMYECcKas IedyaTh, VIHTEpHeT), cienyeT yka3aTb 3TOT
UCTOYHMK MH(OPMALIMM WIH CAENaTh HAa HETO CChUIKY, €CJIM MaTepuas ObLI BaMU
nepepaboTaH.



